
X1 saved searches are stored as files in the “Saved Searches” directory on the X1 Enterprise Server. User access to saved

searches is managed by modifying the security on the saved search files using the Windows file explorer security tools or via

the X1 Cluster Manager User Interface. This means if a user or group of users is granted visibility to the saved search file on

the server, they will be able to execute X1 queries against the saved search.

All X1 Enterprise Search Suite queries are executed in the context

of a saved search. If the X1 Enterprise Search Suite administrator 

wants to let users search all the data indexed by the system, he 

will create an “All Data” saved search. This would be effectively 

a “blank” saved search.

Searching for “May advertising” against all indexed data

means there are effectively no saved-search restrictions added to

the user's search and further narrowing the results.

Web Server Security

The X1 Enterprise Search Suite server is accessed through a Microsoft Windows IIS Server, which offers its own layer of 

security options.

IIS allows the IIS administrator to define which users and groups of users are allowed access to the IIS resources. This adds

another layer of possible security restrictions.

To access the IIS security configuration, the

administrator does the following:

1. Click on Start > Control Panel > 

Administrative Tools > 

Computer Management
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2. Right-click the Services and Applications > 

Internet Information Services (IIS) Manager > 

Web Sites > Default Web Site > X1 icon and 

select “Properties”, then select the “Directory 

Security” Tab.

3. Press the Authentication and access control > 

Edit button. 

The “Integrated Windows authentication”

checkbox means that the IIS server will use the

Active Directory-managed, Microsoft Windows

domain credentials of a user to determine

whether he is allowed to access X1 services

offered by the web server. 
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To configure the users and groups that are granted access to the X1 services under the IIS server, the administrator does the

following:

It is important to note that user and

group permissions for the X1 service

under IIS can be inherited from the user

and group permissions of the parent IIS

directory. To check if security permissions

are inheritable, press the “Advanced”

button and see whether the option

“Allow inheritable permissions from the

parent to propagate to this object and

all child objects. . . . ” is checked. 
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1. Click on Start > Control Panel > 

Administrative Tools > Computer Management

2. Right-click the Services and Applications > 

Internet Information Services (IIS) Manager > 

Web Sites  > Default Web Site > X1 icon and 

select “Permissions.” 



Runtime Security

When executing a query against an X1 Enterprise Search Suite server, the user is logged into a Windows computer and the 

user session is uniquely identified by the Microsoft Windows network security infrastructure. 

The user credentials are the combination of domain name and username (“domain\user”) used to log on to the Windows

machine3. Both the X1 Professional Client and the X1 Browser Client connect to the Microsoft Windows IIS server and 

submit the user's credentials in this way.

The X1 Enterprise Search Suite server expands the domain\user credentials to a list of groups that the user belongs to, and

automatically adds the security credentials for these groups to every query by the user. As a query from the user is

processed, only index items that are a match to the user's Allow list and not a match to the user's Deny list are returned.

For example, let's say we have user JohnDoe in the X111 domain (X111\JohnDoe) and that this user belongs to the “Power

Users,” “Finance,” and “Consultants” groups. When the user connects to the X1 Enterprise Search Suite server, his 

X111\JohnDoe credentials will be expanded to include the groups he belongs to:

X111\JohnDoe, X111\Power Users, X111\Finance, X111\Consultants

As the X1 Enterprise Search Suite server processes a query from this user, this security information is added to the search as 

an additional logical restriction.

Using our saved-search example with the X111\JohnDoe expanded credentials, the query the X1 Enterprise Edition server

will execute looks like this:
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type: “MS Office Files” AND
path: Finance AND
NOT “Sales Pipeline”

Saved Search

AND “May advertising” User Query

AND Allowed-List MATCHES ONE OF
“X111\JohnDoe, X111\Power Users, X111\Finance, X111\Consultants”

AND Deny-List DOES NOT MATCH ONE OF
“X111\JohnDoe, X111\Power Users, X111\Finance, X111\Consultants”

Security Restrictions

X1 Search Results

3  In the rest of this paper, user credentials are referred to as “domain\use” 



How X1 and Windows Security Work Together 

11X1 Enterprise Search Suite: Index Data Security in Microsoft Windows Environments

Start

Results returned to user

User logs into Windows
Microsoft Windows

Domain/Active Directory

User submits search
X1 Professional Client

or
X1 Browser Client

IIS Security Check
Is “domain\user” authorized to

access the X1 IIS resource?

IIS Security Infrastructure
integrated with Microsoft Windows

Domain/Active Directory

User Credentials Expansion
“domain\user” credentials expanded

to a list of “domain\groups”

Microsoft Windows
Domain/Active Directory

Saved Search/Security Check
Is “domain\user” allowed to see

and/or use a particular saved search?
X1EE Server Security Infrastructure

User Query/Security Expansion
Add user credentials context to the

user query
X1EE Server Query Security Infrastructure

Perform search against the data
that X1EE has indexed

X1EE has visibility only over data which
the X1EE Windows service “Run As

Account” is authorized for

Microsoft Windows Application Services
Security “Run As Account” options



About X1 Enterprise Search Suite
The X1 Enterprise Search Suite delivers patented4 search for more than 400 data types and applications by providing a 

secure, unified view of personal and IT managed content found throughout the enterprise. Unlike search solutions that 

were derived from internet search technology, the X1 Enterprise Search Suite was built from the ground up to search data

on PCs, servers, enterprise applications, databases and more. X1’s technology is a proven solution with thousands of 

implementations searching millions of files and emails around the world.

About X1 Technologies
X1 Technologies, the innovator in enterprise search solutions, was founded in 2003 with the vision of providing a single

user interface capable of previewing and acting upon data anywhere in the enterprise. X1’s patented search technology

scales from a single server to tens of thousands of desktops. Innovations pioneered by X1 include fast-as-you-can-type

searching along with unified, actionable search. X1 is a technology partner with leading companies such as Microsoft,

Oracle and Symantec. Headquartered in Pasadena, California, X1 is an operating company of Idealab. For more information,

visit http://www.x1.com or call 626-229-3050.

©Copyright 2006-2008 X1 Technologies, Inc.  All Rights Reserved. Windows and Microsoft are registered trademarks of

Microsoft Corporation in the United States and other countries. All trademarks referenced herein are property of their

respective owners.
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4  Patent No. 7,370,035 




